
 

Riverdale Primary School  
Acceptable Use of ICT Policy 

This Policy was initially produced in the Summer Term 2007 through a process of consultation 
with teaching staff from school and advisory staff from the LA.  It was approved by the 
governing body in November 2007 after discussion in committee. 

The implementation of the policy will be monitored by the Head Teacher and will be reviewed 
annually. 

Next Review – Autumn Term 2017 

Review Date                                                         Signatures 
Autumn 2008 
Autumn 2009 
Autumn 2010  changes to reflect iPod touch project, and new 
  learning platform 
Autumn 2011   use of own devices added 
Autumn 2012              changes , removal of RM3 Tutor, adding own  
                                   material to devices, class pages for Learning  
                                   Platform 
Autumn 2013               removal of Learning Platform and its facilities, 
                                    change of email provider to mail360 outlook 
Autumn 2014                no changes  
Autumn 2015   changes reflect change in IT provider, One IT from LA and the 

differences in security features and facilities provided by them e.g. 
email address, broadband provider,   

Autumn 2016                    policy reviewed, no changes made 



Internet Safety 

Who will write and review the policy? 

Our school internet policy has been created by using information from BECTa, 
Redcar and Cleveland Local Authority and government guidance. It has been 
discussed by the whole staff and approved by governors, who realise how 
intrinsic to the running of the school, both at a management level and an 
educational level, the internet is.  

Due to the nature and speed of ICT developments, this policy will be reviewed 
ANNUALLY, by the Head teacher and Senior Leadership Team. 

Why have this policy? 

The internet is now the most data rich source of information in the world. It 
can potentially “bring the world into the classroom.” From a teaching point of 
view this is an essential resource for planning and delivering lessons. From a 
child’s point of view it is an excellent source of information that enhances the 
personalised learning agenda.  

The internet based school learning platform allows effective dissemination of 
specific information (notes, dates, files) to specific people (teachers, parents, 
staff). In addition to this, government targets ask schools to give all pupils 
access to a digital workspace by September 2008. This will be a place to upload 
files that they have created and access appropriate resources. Increasingly the 
internet is becoming a place to share information, collaborate with others and 
our school would like utilise the learning platform to enhance the education of 
all children. Essentially this will be integral to most ways of working in the 
workplaces that they will eventually enter.  

This policy seeks to ensure users know what good practice is and outlines steps 
and procedures that will be taken when the darker side of the internet shows 
itself. 

Filtering 

The school has a 50mb broadband connection which is provided by Virgin Media 
and is monitored and supported by One IT services and Solutions. 
They work alongside Northern Grid and Smoothwall (web/content filter) 

To ensure filtering is appropriate and that where there are problems there are 
guidelines to follow. The filters at each stage are extensive and include lists of 



illegal sites/inappropriate sites that cannot be accessed. It also allows open 
access and sharing of resources between educational establishments. However, 
when dealing with the internet there is never a failsafe way of blocking 
inappropriate content in all situations and therefore the school cannot take 
responsibility for these events when all reasonable steps outlined below have 
been taken.  

Use of the web is monitored and traceable by One IT network administrators. 
All web activity is logged for 6 months. In addition to this is the consideration 
that children will inevitably access the internet outside of school. We therefore 
aim to educate them about internet safety, not simply cover their eyes. 

As part of our ICT mobile device project we have 3 sites unblocked as an 
exception for our year 5 and 6 children.  They are iTunes, One Drive and 
Youtube.  These sites have been unblocked with the approval of the local 
authority, as an integral part of the school’s project. 

When will pupils have direct access to the internet? 

Children in all classes in school will have access to the internet.  
However different types of use which are outlined below, will be used to 
enhance children’s safety within school: 

• Online content (e.g., CBeebies) will often be used by the teachers for 
specific tasks. In these situations the children are not searching the 
internet or navigating away from the page/s and tasks that have been set. 
Teachers will have previewed the site to ensure that it matches the 
learning outcomes of the lesson/setting.  

• Searchable cached sites such as Espresso will allow access within a site 
but not beyond it  

• In most cases, to avoid fruitless hours of browsing, a key website/s will 
be identified by the teacher or ICT technician, for the children to use to 
find information. This can be made easier with the use of bookmarks on 
the platform or shared links on the School network.  

• Children from Year 4 onwards will be able to use a safe search engine 
such as Yahooligans and BBC when searching for information.  

• It is essential that access to navigate accidentally or purposefully away 
from the site or agreed sites isn’t possible.  Children are never left 
unattended when searching the internet, with adults moving around 



children all the time whilst working. Random spot checks of children’s 
search history will also made. 
This is not a failsafe way of preventing access to inappropriate sites but 
is a good line of defence and will stop access very quickly should the site 
load part way or fully up.    

Children will not be allowed to access and search the internet unless authorised 
by a member of staff.  
Responsibility for the monitoring of what the children find is then the 
responsibility of that adult. The school’s scheme of work/curriculum plan 
identifies when searching on the internet is appropriate to develop children’s 
ICT skills; other uses are the sole responsibility of the supervising adult.   

Staff use of Internet 

All staff must abide by the regulations laid down in the Northern Grid for 
Learning Acceptable Use Policy ( Appendix 2), when accessing materials on the 
Internet. 
Staff must only access the internet for personal reasons with prior agreement 
with the Head teacher and accessed outside of their direct supervision or 
teaching/preparation commitments. 

The use of the network for personal monetary profit or gambling is strictly 
forbidden.  

Use of email 
CHILDREN 
Children from Year 5 onwards will be given a “professional” email account. The 
account is set up using Microsoft Office 365 E-mail. The children are at liberty 
to use their accounts for correspondence between one another or a class of 
children from a different school organised by the Head teachers of both 
schools.  

They must ask a member of staff before using it to contact or reply to 
anyone else.  

Use of personal email accounts in school is not permitted. 

Use of newsgroups or forums/chatrooms in school is not permitted  

STAFF 



Staff will be given a “professional” email account. The account is set up using 
the  Microsoft Office 365 E-mail. 

The staff are at liberty to use their accounts for correspondence between one 
another or other professional bodies for professional purposes only.  
Passwords must be changed by the user on a monthly basis. 
Users agree through the staff agreement form to keep passwords secret, even 
from their family and friends.  

Use of personal email accounts in school is not permitted. 

Use of newsgroups or forums/chatrooms in school are permitted when located 
on a professional site 

The staff internet/email agreement form sets out the terms and conditions 
that they must agree to adhere to before being allocated an account. 

All school accounts will carry the tag: 

This e-mail is confidential and privileged. If you are not the intended recipient please 
accept our apologies; please do not disclose, copy or distribute information in this e-
mail or take any action in reliance on its contents: to do so is strictly prohibited and 
may be unlawful. Please inform us that this message has gone astray before 
deleting it. Thank you for your co-operation. 

Health and safety – Being Safe 

Internet  

• Children will not be allowed to access and search the internet unless 
authorised by a member of staff.  

• Appropriate behaviour and understanding of how addresses are composed 
will be explicitly taught before ever using an internet search in school and 
will be reinforced by visual reminders.  

• Accessing and interacting with the internet is part and parcel of many users’ 
reasons for having an internet connection. Simply blocking the children from 
using internet it is not educating them f or the real world (and use at home). 
Therefore internet safety is implicitly taught from Year 3 every year within 
a dedicated internet safety week.  Safety on the internet will also be 
continually reinforced, whenever children are accessing the internet in 
school. 



Key themes to be covered are listed below: 
• Safe browsing on the internet 
• Use of chatrooms 
• Use of blogs/webspace 
• Use of email 
• Copyright 
• What to do when you come across something that is inappropriate 

The materials and links to resources used to teach these issues are listed in  
appendix 1, and are available for use on the school’s Learning Platform. 

Internet and Email 

• All children and parents/guardians will be required to agree to adhere to 
the conditions laid out in the home/school agreement for using the 
Internet and Email account provided by school, before they are able to 
use either. 
Failure to adhere to these conditions may result in the internet facility 
and email account being removed from that child. 

• All staff will be required to agree to adhere to the conditions laid out in 
the staff agreement form, for using the Internet and Email account 
provided by the school, before they are able to use either. 

Failure to adhere to the agreement will result in formal disciplinary procedures.  

Email 
• Users must report any inappropriate emails to the Head teacher. 
  
• Users must report any attempts by people who they don’t know trying to 

contact them.  

• Children will be taught to never give out their email address in a public 
setting (virtual or real) or divulge personal details in public internet space 
in Year 5 and 6, as part of the teaching of Internet Safety. This will be 
reinforced whenever the internet is used through continued verbal 
reference and visual reminders. 

• In accordance with the Data Protection Act 1984/98, users are not 
allowed to access other user’s personal files and folders. The exception 
to this being system administrators who can gain access through 
permission from the Head teacher when just cause has been established. 



The school has a policy on the use of photographs, images and videos of 
children. Majority of photographs are used for within school, however on 
occasions we are asked if images can be used by other parties on their websites 
or newsletters to promote the work they have done.  Photographs of children 
that can be viewed by others other than in school, will only be ever be used 
after permission has been sought from parents.  
Children must adhere to only taking photographs/videos of others with their 
permission. 
Children must share with class teacher of any photos/videos they receive of 
inappropriate behaviour. 
These statements will have been agreed to as part of the home/school 
agreement. 

Wireless Network security 

The school’s wireless network is encrypted by a WPA encryption key to prevent 
unauthorised access. It has been checked and authorised by the One IT 
network administration team. If a breach in security is discovered it will be 
reported to the Head teacher and steps will be taken to review the security 
level in place with relevant specialists. 
  
Use of mobile devices 

Mobile phones are not permitted to be used by children within school unless 
permission has been granted by the Head teacher. Failure to observe this will 
result in confiscation. If a child brings a mobile phone to school with them, it 
should be given in to their class teacher and locked away in a secure cupboard 
until the end of the school day.  Children should then collect their mobile phones 
from their class teacher at the end of the day.  Any mobile phones not collected 
will be locked in the secure cupboard overnight. 

Mobile phones are permitted to be used by members of staff, outside of their 
direct supervision or teaching commitments. 
Staff should be aware to make sure conversations take place outside the 
earshot of parents and children. 

During lesson and supervision times all mobile phones should be turned off or 
silent mode, to avoid distractions within the class setting. 

Mobile devices issued by the school, and personal devices that have all content 
removed are allowed in school.  They will connect to the Internet through the 
school’s filtered broadband connection.  Children are allowed to connect their 



devices to other wireless providers either at home or in the community subject 
to them following the guidance given by the school. 
Children are not at liberty to install software on to their devices.   
The devices will be subject to random checks and any software or material 
found to be inappropriate will be deleted, and possible confiscation of their 
device. 
All children will sign an ownership agreement form that sets out the terms and 
conditions of their use before they take the devices home. 

When children/adults are using the mobile devices in school and any other 
digital device, they must ask permission to take an image of another person.  
Failure to adhere to the agreement will result in action being taken by the Head 
teacher.  

Parents who have concerns or queries about use of mobile devices can contact 
their child s class teacher, who will assess whether the Head teacher needs to 
become involved.  Steps will be taken to resolve issues where appropriate and 
lessons learned/implemented where relevant. 

Parent involvement 

Parents will be kept informed of relevant developments through the school’s 
newsletters, parents meetings, the school website and the Learning Platform. 
Parents who are unhappy with aspects of ICT will be invited to follow the 
school’s complaints procedure. 
School will always seek to discuss and try to accommodate parents’ religious 
beliefs which affect children’s ability to be able to access technology.  
To ensure families do not feel discriminated against if they do not have access 
to a computer or internet.   

• School will always provide paper versions of information and work home as 
well as putting them on the learning platform. 

• School will actively promote places locally that offer free access to the 
Internet and the times they are available. 


